
Protecting your business against cyber 
crime

Parks are far from immune when it comes to cyber 
security breaches and attacks.

If something like this happened to you and your 
business, what would you do? Could you handle it 
internally? Or would you need help? If so, where and 
who would you turn to for support? 

If you can’t immediately answer these questions, you may be 
unprepared to deal with a cybercrime incident. And as almost 
half of UK businesses (46%) have reported a cyber security breach 
or attack in the last 12 months*, there’s unfortunately no doubt that park 
businesses like yours could see their own IT systems compromised in the future. 

The damage a cyber breach/attack could inflict on your park business cannot be overstated. They can 
cripple operations by interrupting normal services and it can be very expensive and time consuming to 
put things right. The average annual cost to small and micro businesses which lost data or assets after 
breaches is £8,170. For medium to large businesses, this average rises to £13,400*.

Losing information or being held to ransom is bad enough, but on 
top of this, the Information Commissioner’s Office (ICO) could levy a 
fine of up to 4% of your turnover against you if you’re found to have 
lost customer information. Additional issues, such as the bad PR that 
can come with the loss of other people’s personal information means 
there will be any number of things you’ll need to manage quickly and 
skilfully if you fall victim to this kind of attack.

As cyber criminals evolve and hone their techniques all the time 
it’s a huge challenge to consistently prevent breaches and attacks. 
Keeping up with cyber crime “trends”, learning how to protect your IT 
systems and training ALL staff to be vigilant is key. Nevertheless, the 
sad fact of the matter is that it’s near impossible to make an IT system 
100% safe from the determined cybercriminal. 
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Prevention is better than cure

This is just one of the reasons why more and more businesses are turning to bespoke cyber insurance 
cover as their “second layer” of protection. 

You may well already be insured against some cyber risks, though this is more likely to be through your 
general commercial insurance policy rather than a cyber-specific one. A comparison table below gives an 
indication of the likely differences between the two different types of cover **. 
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Cover Typical park 
business policy

Typical cyber 
insurance policy

Damage to equipment and hardware

Reinstatement of data and programs in the event of an 
accidental loss or corruption

Costs of removing and destroying a Virus

Costs to avoid a similar occurrence of Virus or Similar 
Mechanism or Hacking

Increased costs of working as a result of data loss

The cost of conducting an IT investigation following a 
data breach, security breach or damage to data

Legal liability claims arising from a data breach, 
security breach

Cost to provide notification to affected data subjects 
and crisis communications support

Insurable fines and defence costs related to a 
regulatory action following a data breach

Payment of a ransom to end a credible threat to 
release confidential data or introduce malicious code

Loss of profit due to the availability of computer 
systems being impaired

Technical assistance with managing a breach

** Table based on a typical park business commercial policy vs a typical cyber insurance policy. Covers will vary 
according to different products. Always read the policy wording in full.
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As can be seen from the table, a cyber policy will take 
care of a lot of the things that most of us wouldn’t 
really know where to start. Technical support, forensic 
analysis expertise and help with communications are 
particularly important aspects of specialist cyber cover, 
as these benefits would help to get your business back on 
its feet in the quickest and best possible way. The financial 
assistance will also be of real value. If you don’t have enough 
money in the bank to fund a recovery and/or or the specialist 
skills to respond to an attack and any corresponding reputational 
damage your business could literally find itself on the edge –  
or worse.

An insurance account executive should be able to run through the levels of cover provided in your existing 
policies and highlight any areas of cover that you might need to consider. What suits your business will 
depend not just on size, but relative risk. However, a cyber-specific policy would be especially useful for 
parks which:
 
• hold sensitive customer details such as names and addresses or banking information
• rely heavily on IT systems and websites to conduct their business
• process payment card information as a matter of course.

Add-on cyber insurance cover is widely available, but as with all insurance, quality can vary. From a cost 
perspective, it would be sensible for parks to seek out add on products that compliment their existing 
cover.

Prevention is better than cure continued
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Where to start

The good news is that there is a lot of support out 
there, including a wealth of free guidance to assist 
you in risk assessing and managing their IT security. 
Please see the resources listed at the end of this 
article for more information.

Areas to consider will include:

• Keeping IT inventories
• Keeping up-to-date records on IT systems access
• Conducting regular IT Health Check
• Keeping on top of IT management – who is responsible for 

supervising and checking all the above? Remember holiday / 
sickness / maternity cover.

BH&HPA also provides a wealth of specialist information and guidance to park business. If you’re not a 
BH&HPA member you can find more information about the Association here. 

For more information on the Compass Park Business Policy, please click here.

For more information on the Compass Cyber Insurance Policy, please click here. 
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Further information >>>  click to read

Cyber crime case studies >>>  click to read

This year (2021), phishing is reported to be the most commonly identified 
type of cyber attack (82%) of all cases; 25% were impersonated and 13% 
had malware.
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